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Abstract—Results were previously presented [2] from
real-time experiments that evaluated large FPGAs
fabricated in different CMOS technologies (0.15y, 0.13p
and 90 nanometer) for their sensitivity to radiation-
induced single-event upsets.  These results were
compared to circuit simulation (Qcrit) studies, as well as
to LANSCE neutron beam results and Crocker Nuclear
Laboratory (U. C. Davis) cyclotron proton beam
results. The latest data from two additional 90
nanometer technology studies have shown the
simulation techniques used to be flawed, and have also
shown that beam testing is not accurately predicting the
real improvements that are being realized in the
atmospheric testing

Index Terms—soft error, single event upset, cosmic
rays, SRAM, FPGA, NSEU

. INTRODUCTION

ke R osetta refers to the crucial breakthrough in the
research regarding Egyptian hieroglyphs. It
especially represents the "translation" of “silent"
symbols into a living language, which is necessary in order
to make the whole content of information of these symbols
accessible.” [1]

Just as the Rosetta Stone enabled researchers to decode
the unsolvable and mysterious Egyptian hieroglyphs by
comparing them to the same text written in a known
language, Xilinx’ Rosetta Experiments link two prior
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known and well documented techniques of estimating
atmospheric neutron single event upsets with the real
effects of atmospheric neutrons on integrated circuits. The
known techniques are accelerated testing in a neutron or
proton beam and software simulation of the circuit to
determine the critical charge a particular node or latch can
handle before it changes state. In our experiment the actual
upset rate of Xilinx’ FPGAs due to cosmic ray induced
atmospheric neutron cascade is determined. Having a good
understanding of the real effect(s) that these atmospheric
neutrons are having on today’s integrated circuits enables
us to validate the design and technology choices being used
to mitigate these effects.

The prior article, published by the IEEE in the
September 2005 Issue of Transactions on Device and
Materials Reliability [2] detailed the results from
simulation, beam testing, and atmospheric testing. In that
article there was a decided discrepancy with respect to
atmospheric flux predictions, and actual results. There was
also an indication that the 90 nanometer technology node
would show a somewhat less than twice improvement in
resistance to upsets based upon the simulations and the
beam testing.

In this paper we will concern ourselves with the solution
to the atmospheric flux prediction issue which was arrived
at in collaboration with the JEDEC89 committee, the
realization that the simulation techniques we were using are
clearly too simplified, and the observation that the actual
results from 90 nanometer atmospheric testing has shown
the improvements to be as much as a factor of thirty to one
more than what is measured in the beam testing..

Predicting atmospheric neutron flux is not an exact
science. In the JEDECS89 standard, there is a methodology
which makes use of models and magnetic latitude data to
predict the flux at any given location on the earth. The
Rosetta results clearly did not agree with the JEDEC
standard, and work was done by the JEDEC89 committee,
in collaboration with Xilinx, to resolve this issue. Three
corrections were made to JEDEC89 (now JEDEC89vO0.4):
realization that the proton flux is not insubstantial (it is
approximately an additional 7% in San Jose, and as much
as an additional 32% at Mauna Kea), that the attenuation by
the building must be more accurately calculated (28% of



the flux is lost to the ground floor of a typical silicon valley
two story ‘tilt-up’ concrete structure), and a more
automated model can be developed to aid investigators (a
new prototype web based tool):

http://www.seutest.com/cgi-bin/FluxCalculator.cgi

Il. EXPERIMENT

Each Rosetta experiment consists of multiple sets of 100
of Xilinx’ largest FPGAs of differing technologies and is
located at seven different altitudes. All tested components
were fabricated by UMC or Toshiba in their 300-mm sub-
micron fabrication lines using standard logic CMOS
processes and the new Triple Oxide Gate CMOS Process.

See Table I, below for locations, a Table Il for the
number of devices, and device hours at each location.

TABLE|
LOCATIONS OF XILINX ROSETTA EXPERIMENTS

In the integrated circuit design of the Xilinx FPGAs, the
individual memory cells (actually implemented as static
latches) that are used for configuration, look-up tables, and
block RAM were all simulated for their sensitivity to single
event upsets.

In order to detect alpha contamination in packaging and
assembly, we rotate the experimental groups through the
three altitudes as well as make use of the underground
facility at Rustrel, France [7]. If there were any evidence of
a constant upset rate due to alpha particles, it would be
observed as a non-altitude, non-latitude dependent factor in
the resulting upsets, or measured directly at Rustrel.

Using the new JEDEC89v0.4 method to predict flux, we
get for each location the values shown in Table IlI.

TABLE 111
ALTITUDE ACCELERATION FACTORS COMPARED WITH 0.15 UM DATA
JESD89v0.4 Actual 0.15 um
San Jose 0.80 0.80 (baseline)
New 2.95 3.53
Mexico
White 19.48 18.80
Mountain
Mauna Kea 11.09 11.51

The one sigma error limits for each data group places all
of these predictions of flux well within the expected
uncertainty of the flux prediction itself.

Facility | Location Alt (ft) | Physical Placement
Xilinx San Jose, 0 Floor 1 of 2 in concrete
SJ CA slab “tilt-up” style
Xilinx New 5,100 | Floor 1 of 2 in concrete
ABQ Mexico slab “tilt-up” style
WMRS | Barcroft 12,470 | Top story of a Quonset
Station hut building
CSO Mauna 13,200 | Bottom floor of
Kea, HI observatory
L2MP Marseille, 402 Floor 1 or steel roof
France[7] machine shop
Rustrel | Rustrel, -1500 | 500 meters below the
France[7] summit
Pic de Pic de 8,171 Floor 1 of the
Bure Bure, Fr[7] microwave observatory

TABLE IV
ALTITUDE ACCELERATION FACTORS COMPARED WITH 0.13 UM DATA
JESD89v0.4 Actual 0.13 um
San Jose 0.80 0.80 (baseline)
New 2.95 1.23
Mexico
White 19.48 11.82
Mountain

TABLE Il
DEVICES CURRENTLY UNDER TEST

Node | Die Location #DUTs | Device

(nm) hours

150 26000 San Jose 100 1622200
New Mexico | 100 3110400
White Mntn 100 1903200
Mauna Kea 100 1338000

130 2VP50 L2MP+SJ 200 1983215
Rustrel+NM 200 1906000
Pic de 200 1885000
Bure+WM

90 4VLX60/ | San Jose 200 1850000

4VLX25

White Mntn 200 775435

90 S31500 San Jose 100 2212000
Mauna Kea 100 365970

Clearly the 0.13 micron data does not fit cleanly. Even
though we have roughly twice as many events as the 0.15
micron data, leading to better statistical confidence, the
altitude acceleration factors do not fit well with the
predictions from the tool.

Even more disturbing, is that both sets of 90 nanometer
technology devices show an even greater disparity from sea
level to altitude than do the 0.13 micron tests. In the case of
90 nanometers, the improvement at altitude is considerably
greater than that which is predicted.

One explanation for this is presently being investigated:
possible activation of the packaging materials when
inspected by high energy X-ray machines or other
inspection methods while being shipped. In collaboration
with researchers at LANSCE, we are setting up an
experiment to see if short term activation is occurring. The
primary evidence for this was a period of upsets that began
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immediately after the experiment started, and then ceased to
occur after three months. At first this appeared to be alpha
contamination. Upon closer inspection, this may have been
a short term activation of materials in the device packaging
which were all of a very short half life. The half life of any
Pb-based alpha contamination would have been
considerably longer.

The 0.13 micron data may also be showing this effect.
For example, a six month running average of the San Jose
data indicates an almost 2:1 trend of more upsets at the
beginning of the experiment, as compared to later six
month running intervals.

A. Atmospheric Test Results for 0.15u

At the 0.15u technology node, the resulting data for the
configuration cell is 401 FIT/Megabit, where 1 FIT is one
bit flip in a billion hours. This does not include any SEUPI
factor [5]. The BRAM is 364 FIT/Megabit.

This is based on 476 upsets and 118.51 giga-bit years of
data. The 95% confidence interval is +/- 9%.

The error rate is either stated in Failures in Time per
billion hours (FIT), or in Mean Time Between Events
(MTBE) in hours, days, or years. A functional failure of
the user data due to the single event upset rate then
becomes Mean Time Between Functional Failure (MTBFF)
in hours, days, or years. See the referenced [5] paper for a
discussion of the relationship between configuration bit
MTBF and MTBFF, which is exactly SEUPI.

BRAM upset will likely cause a functional failure in a
user’s design, so Virtex 4 included built in error check and
correct (ECC) logic to remove a BRAM upset as a
reliability consideration.

B. Atmospheric Test Results for 0.13x

At 0.13y, the configuration cell is at 394 FIT/Megabit
(without SEUPI), and the BRAM is at 525 FIT/Megabit.
These results are based on 359 upsets and 68.31 giga-bit
years of data. The 95% confidence interval is +/-10.5%.

C. Atmospheric Test Results for 90 Nanometers

At the 90 nanometer technology node, the first FPGA
product produced was the Spartan 3. The second product is
the Virtex 4. Virtex 4 utilizes 0.13 micron “mid” oxide
transistors for the configuration memory and 90 nanometer
transistors for the block RAM. There are 600 units under
test at the San Jose location and 200 units at White
Mountain.

The Spartan 3 data at this point is 107 FIT/MB (without
SEUPI) for configuration with a 95% confidence interval
from 43 to 220 FIT/Mb. BRAM is 581 FIT/Mb with a 95%
confidence interval from 58 to 2,100 FIT/Mb. There are far
too few BRAM bits in the Spartan 3 family to provide

enough events with time to achieve a tight confidence
interval with the number of devices under test.

Virtex 4 data at this point is 51 FIT/Mb (without SEUPI)
with a 95% confidence interval from 24 to 80 FIT/Mb.
BRAM is 20 FIT/Mb with a 95% confidence interval from
0 to 73 FIT/Mb. Compare these values with those
predicted by LANSCE: 164 FIT/Mb for configuration, and
380 FIT/Mb for BRAM. Obviously, LANSCE beam
testing is not even a close indication of the actual
improvements which IC designers have made to Virtex 4.

I1l. RESULTS OF SIMULATIONS OF QCRIT

The Xilinx 1C design group uses models and methods
from our fabrication partners to estimate the potential
sensitivity of the memory cells to upsets. These models and
methods have been used in their production of standard
products and ASICs.  Their prediction of Qcrit to
atmospheric upsets is used to compare with our
observations in the Rosetta experiment.

The simulation results done by the methods chosen have
shown increasing inaccuracy, starting with the 90
nanometer technology node. Work done by others has
shown a much better correlation from simulation to beam
testing [3,4]. Given that beam testing is also showing itself
to be suspect, we question the use of more advanced
simulation techniques, if these techniques are incapable of
predicting atmospheric (actual) results.

TABLEV
FIT/MB BASED ON QCRIT VS. TECHNOLOGY NODE

Qcrit/Node | Configuration | BRAM

0.15p 101 FIT/Mb | 105 FIT/Mb
0.13u 106 FIT/Mb | 114 FIT/Mb
90nm (S3) | 111 FIT/Mb | 222 FIT/Mb
90nm (V4) | 61LFIT/Mb | 222 FIT/Mb

Note that the simulation results are precting roughly half
the improvements of the actual atmospheric tests in 0.15
and 0.13 micron. In Spartan 3 and Virtex 4, the predictions
are not even close to the atmospheric results even after
“correction” by multiplying by two, nor close to the
LANSCE beam predicted results by comparing cross
section ratios from one device to another. Due to these
issues, we are reviewing the methods we use for simulation,
and also taking a look at how we use LANSCE results to
verify our circuit design.

IV. ACCELERATOR TESTS

Previously, we thought the best resource available to
simulate atmospheric neutrons was the high-energy
Neutron Testing Facility at the Los Alamos Neutron
Science Center (LANSCE). At LANSCE, high-energy
neutrons are produced by spallation. A linear accelerator



produces an 800-MeV pulsed proton beam that strikes a
water cooled tungsten target. The impact produces a
spectrum of neutrons whose energy distribution and
intensity is precisely measured. The spectrum is very
similar in shape to the atmospheric (Hess) spectrum. The
flight path consists of a small building for the irradiation
which also encloses the testing equipment, isolated from
the beam by a substantial concrete barrier. The devices to
be tested are placed in the neutron beam line (in air) in the
irradiation building. The experimenters control the neutron
beam by opening and closing a shutter external to the
irradiation building, and the number of neutrons on the
sample is continuously monitored and recorded.
Corrections to flux for the 1/R? distance from the source
must be included.

Given the great difference between in beam cross section
results, and atmospheric cross section results, we are
working with LANSCE researchers to identify the
difference.

Newer facilities are also competing for the commercial
vendor’s attention, such as the quasi mono-energetic beam
at TSL in Sweden. We are greatly concerned that other
facilities will be used to test devices, and conclusions will
be made without side by side actual atmospheric results.
Any such tests must be seen for what they actually are:
physics experiments which require a great deal of
correlation, and further study to be of use.

Data from multiple visits is weighted based on the
number of upset events recorded.

A. Results for Virtex-11

Virtex-1l testing has been performed at LANSCE on
seven different occasions. Each test utilized the 26000
devices. Median configuration cross-section is 2.63E-14,
and median BRAM cross-section is 2.92E-14.

B. Results for Virtex-11 Pro

Virtex-11 Pro testing has been performed at LANSCE on
four different occasions. Median configuration cross-
section is 2.90E-14, and median BRAM cross-section is
4.41E-14.

C. Results for Spartan 3

Spartan 3 testing has been performed at LANSCE on four
different occasions. Median configuration cross-section is
2.29E-14, and median BRAM cross-section is 4.82E-14.
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